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- Zméfit Rychlost pripojky ~ ml .. -
.+ Viditelnost v siti = o |
« Zmeérit QoS parametry poskytované sluzby

Rychly a efektivni troubleshooting
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™\ Jak udélat troubleshooting za 5 minut? ~ optica
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Je potreba lepsi viditelnost v siti!
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Vytizenost linky (burst analyza) g

==
TCP retransmise y

Server handshake time

Top ucastniky, protokoly -l

Zero window pakety

Top sending IPs during the last minute E

Odezvu na siti =
— TCP handshake A

— SSL handshake a aplikacni odezva

Zdroj: Allegro Packets
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« Zarizeni Allegro Packets jsou diagnostickeé nastroje pro
analyzu site.

 Nasazuiji je spravci siti po
celém svéte k analyze sitoveho
provozu v realném case

 Rychle Ize identifikovat sitove
problémy, slaba mista sité a

ztraty paketd.

Allegro Packets

Networ k Multimeter
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 Multimetry Allegro Packets ukladaji raw data jako pcap.

K zobrazeni grafil a analyze pouzivaji interni pamét a zobrazuji
zachycena data v realném Case nebo retrospektivne

Packets
> Packet Processing

Packets Test Results

Network
Interface

T

Test Results

Network Multimeter
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300 M interface Mirror (3) rx bit/s

Interni pamét’ -

« metadata

o statistiky

 Prezentovano pres webov
interface
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2020-01-13 12:00 12:10 12:20 12:30 12:40 12:50

1436 frames, 1042624 seconds, 284472 bytes
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Displying o 1436 e
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o EXtErni/interni Neno “ e i
10.54.6.220 61341 > 443 [RST, ACK
s o o . 161343 » 443 [SYH] Seg: P
11 0.200196000 10.54.0.2 443 » 61341 [ACK] Sex
) l0.261240000 10.54.0.220 h0.54.0.26 60 61343 > 443 [ACK] Sex
m 0.201248000 10.54.0.224 h0.54.0.26 T2 sn Client Hello
l1s 0.201536000 10.54.0.26 ho.54.0.224 60 443 » 61343 [ACK] Seq=1 Ack=518 Win-30336 Len-0
1 0.20221000 10.54.0.26 10.54.0.224 Tisvi2 26 server Hello, Change Cipher Spec, Encrypted Handshake Message
ha 0. 204074000 10.54.0.220 3 61 Alert (Level: Fatal, Description: Certificate Unknown)
E 204075000 Ehm 26 > 443 [FIN, / eq=525 Ack=153 Win=262400 Len=0
P AV4 I Y 4 Y 4 o 201510000, 510220 26 £1204 2 143 TSv] San=a ui Lenza. i

¥ Frame 1: 285 bytes on wire (2280 bits), 285 bytes captured (2280 bits) on interface 1

¥ Ethernet 11, Src: IntelCor f8:ee:1d (3cifo:11:f8:eei1d), Dst: Advantec 7F:b3:97 (00:0b:ab:7f:
¥ Internet Protocol Version 6, Src: 2003:ea:bf06:bafc:cdog: e082:2587:desd, Dst: 2at
¥ ser Datagram Protocol, Src Port: 55318, Dst Port: 443
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Allegro Packets

Network Multimeter
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. Jak Allegro do sité nasadit? optica
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« Multimetry Allegro Ize nasadit Inline nebo na mirror port.
 Nahrat pcap soubor primo do Multimetru a analyzovat jej.

Inline

d 2 EHEQH

A

Mirror port ERSPAN

PCAP

Allegro Packets SaR

Network Multimeter
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Entry level zarizeni optica
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Allegro 200 Allegro 500 M / L

o 2 X 1G-BaseT - 4 x1G-BaseT

« 1xinline /2 x SPAN - 2xinline /4 x SPAN

« 2 GB DB RAM - 4GB/ 8 GBDBRAM

« <500¢g - 500GB/1TBinterni SSD
1000 g

Allegro Packets §

eeeeee Multimeter
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Allegro 1000 and 3000 Maximalni rychlost zachytavani

« 3kg, 13” forma provozu

« 16 —512 GB DB RAM . Allegro 1000: 20 GBit/s

« 2 XSFP+, 2x10G-BaseT,3x -+ Allegro 3000: 40 GBit/s
1G-BaseT Rack-mount

e rozSiritelné o QSFP, SFP+, « Mozné take ve variante 1U
QSFP28, PoE, Bypass, ... rack-mount modelt 1200 a

3200

Allegro Packets §

Networ k Multimeter
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Network Infrastructure

1: W.; t :' @ ; ‘ . : ,‘|

S,

Campus Remote Office Core Data Center Virtualisation WAN

Tap Aggregate Filter Load-balance Analyse

Network Visibility Tools (Cubro)

Cloud Switch Network TAPs Network Packet Brokers Probes Vitrum Management Suite

Network Monitoring Tools

NOKIA riverbed NETSCOUT ) splunk> vl s\ vius
VAV ANMSU sfemeinix w8 Vporystar U McAfee

Together Is power

Network Users in the Organisation

< ’/,f . - Y. b X Y A

) L2y Ve ) ) L) &)

"\\ y \® f \\\‘ y ’ /,/
Network Operations Business Ops Customer Ops IT Ops Security Admin Compliance & Privacy
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Poskytovatelé sluzeb

» Filtrovani IMSI na uzivatelské roviné

= DPI v sitich s switchovanim paket
» GTP load balancing v Hardwaru

» Extrakce metadat

= subscriber-aware Viditelnost

» Obohaceni dat pro geolokacni

aplikace
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Data Centra
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Reseni optica
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Data intensive applications

3G/4G/5G mobile networks

Public Cloud
l Private Cloud/
YYYY

Virtual SDN

1/10/25/40/100/400G

& Cubro TAP
e Load balancing o EEmESRES SR
e Packet sllcm.g | SPAN/ERSPAN  / \ } \
e Protocol stripping Cubro Network Visibility | <
e Deduplication -
e Time stamping — )
e Tunnel stamping V ¥ ¥
e SSL/TLS decryption
e Metadata generation 1& Nastroje na monitoring, bezpecnost a analyzu
e Netflow/IPIX/DPI "
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Network TAPs & Bypass Series

Tap, aggregate, filter, optimize, load balance up to L/ with
Layer 1 solution up to 400G - Network TAP, Converter TAP, Optical TAP, | advanced features - up to 400G

Aggregation TAP, Passive & Active TAPs for SPAN Integrated NPB, Monitor, Security or Analytics appliance

Network Probe Software

Monitor, capture, metadata generation and export Cubro Vitrum Management Suite for central management
Custos - Embedded software option for Omnia
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Dekujeme za pozornost,

David.tichy@profiber.eu
Peter.potrok@profiber.eu
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