K CEMU JE DOBRY MONITORING,
ZAZNAM A ANALYZA SITOVYCH
PARAMETRU A PRENOSU

Peter Potrok
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.  Co je Network Visibility optical

Network visibility alebo sietova vizibilita znamena vidiet’ vsetko Co je v sieti
alebo sa cez nu pohybuje. Prvky siet'ovej vizibility poskytuju pristup k sietovej
prevadzke, monitorovacim aplikaciam, network performance nastrojom,
manazmentu siete a nastrojom pre big data analyzu, ¢o vyzaduje efektivnu,
skalovatel'ny zber dat, agregaciu, distriblciu a dorucenie.

Sietova vizibilita avsak nie je pasivna funkcia, povoluje vacsiu kontrolu cez
tieto aspekty. Cim viacej mate informacii do hlbky, proaktivny pristup a
rozSirenu siet'ov vizibilitl, mate viacej kontroly nad datami v sieti a tym sa
viete lepSie rozhodovat’ vzhl'adom na toky a ochranu dat.
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Network Infrastructure

/ y / N
VO O

Campus Remote Office Core Data Center Virtualisation WAN

Tap Aggregate Filter Load-balance Analyse

IS

Cloud Switch Network TAPs Network Packet Brokers Vitrum Management Suite

Network Monitoring Tools
NOKIA riverbed NETSCOUT () splunk> ‘!l s9v/vius

Together is power.

Network Users in the Organisation

€ = § N -
@ © & &€ © ©

Network Operations Business Ops Customer Ops IT Ops Security Admin Compliance & Privacy
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Riesenia a funkcie

Service Providers

= DPI in Packet Switched Networks
= GTP load balancing in Hardware
= Metadata extraction

= Subscriber-aware visibility

= Data enrichment for Geolocation

applications

= Massive VolP Correlation
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Riedenia a funkcie optical

Data Centers

Govt. Organisations

= Security related two-tier load
balancing

= VoIP Correlation

= Metadata extraction

= Application based filtering

= Inline Telemetry- Measurement

» Lawful Interception

» Security related two-tier load
balancing

» Keyword and regular expression
search

» Deep Packet Inspection (DPI)

» In-line GTP tunnel de-encapsulate

& tunnel encapsulate
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PRDF:D@P

PouzZitie TAPov: Pouzite SPAN portov:

- Duplikacia paketov

- Nespravne casove znacky

- Pakety mozu byt’ mimo
poradia

- Znizena vykonnost’

-----

instalacie o
v L - Strata visibility
- Nepouzitel'ne pre virtualne CRC / Bit
aplikacie ' L Errors

- L2 Protocols
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« 10/100/1000 Ethernet
 Fail Safe

* Nizka spotreba

|[“""
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« SM & MM
« LC a/alebo MTP konektory
 AZ do 800G

« ROzne pomer splitovania

* Plne pasivne a transparetné
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NPERDFibEP

T W O G

Agregacia:
Spojenie dat z viacerych vstupov na jeden vystup (n:1) alebo viacej vystupov (m:n) pre
paralelné monitorovacie systémy.

Filtrovanie:
Analyza iba tych dat, ktoré maju byt’ analyzované a odstranit’ vsetko €o je nie je potrebné.

Load-balancing:
Zdiel'anie prevadzky na viacero analyzatorov / nastrojov.
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Sofistikované a komplexné siete

h 4

Zvysené nebezpecenstvo falosnej
pozitivity a falosnej negativity

Odkial’ prichadzaju chyby? Kde najdem problém?

Je nutné sprayit’ zéznam na niektorych Data musia byt’ skontrolované jeden za druhym
miestach v sieti

Obmedzena analyza
velkého mnozstva
paketov
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W
f

NPB/TAP

» Network Packet Brokery, TAPy a
uloZzené pakety z inych nastrojov a
portov switchu

i i Downlink
» Analyza paketov pre sietovy
monitoring a troubleshooting

EEYNE.SIS
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N Distribuovana analyza optical
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m/|m[m ]S
=
ﬁ A
E \t - SYNESIS console
Proxy

-
Database gi gi gi | E
TJ ‘g o i

o B e
= wee | e 5
=] S
o | e 5 B
= DR &=
SYNESIS -* -+ -*
Storage Cluster Distributed
Mail Y E - E - E U_IE
SYNESIS
Data Center console

Work system A

¥ &

Work server group Database

SYNESIS
WorksystemB Manlnl Eweb EFTP Distributed
TAP

<
@ - @
SYNESIS
NN Work system A’ Ay Distributed
\ —1=1=H SYNESIS console
\\ Traffic data

TAP
=
Work server grou Database
group collected at each
S— SYNESIS can be
. Work system B’  Mail ﬂ EWeb EFTP Distribsted | COMPrehensively

ﬁ —L @ analyzed
% SYNESIS
Database istri

Distributed
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1|
1

B @ T EEs

Firewall Business server group Database

(3)Analysis of
| = (1)SNMP locked data
IPS/IDS Trap
@ SYMNESIS console
SYNESIS
Iml Distributed - ) (4)Opti0nal
IPS/IDS (2)Locking data auto-backup to

external storage

MNAS/File Server

Business server group Database
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NetEyez + NetEyez Security

e  SYNESIS systém je jednoducho
integrovatelny do NetEyez GUI.

ESYNESI.S‘

*  SYNESIS zaznamendva data a Management __'
analyzuje ich cez SMB disk v Interface —
NetEyeZ i T i
* Datova analyza pomocou
NetEyez zo SYNESIS zaznamu sa Psfeed VB

ukladaju v NetEyez databaze

ESY_NES/S

e

e \Ore Synesis...
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Identification of communication bottlenecks
ART: Application Response time / CRT: Client Response time
NRT: Network Response Time / Retry : Number of retransmitted packets.

300X
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Access status of web
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Ouery .
== - i 'uul-u-n
< 3 P
e :- ’ \ www.yatoocon o B
W NcEroe
e~ _:‘:7‘:’:’_' , :Hu wewtplink com
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Access status of SMB Access status of DNS
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NetEyez
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Application performance analysis
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Security Monitoring and Analysis

O

gooao

NetEyez Security
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Detect Threat with Advanced Security

O O

¥

www.profiber.eu

M\ ————




- the ark of

N\ NEENEE optical

PRDFlber“

Stretnutie profesionalov 2024
23.05.2024 — 24.5.2024 — Trnava

30.05.2024 - 31.5.2024 - Praha
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Dakujem za pozornost,

peter.potrok@profiber.eu
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PROFiber Networking CZ s.r.o. PROFiber Networking s.r.o.
Mezi Vodami 205/29 Bernolakova 2
143 00 Praha 4 917 01 Trnava
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