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Motivace

» ProC presny Cas?
TF sit CESNETuU

GEANT

Agenda — Presny cas a QKD

Laboratorni mereni — soubéh presného Casu a
Méreni na realné trase

Motivace

= Pro¢ QKD?

Soubéhy QKD a pfesného ¢asu a dat

= Nekoherentnich a koherentnich signalt 400 Gb/s.

= Spontanni Ramanuv rozptyl

Zaver

Podékovani spoluautorum ) )
= Ondrej Havlis, Tomas Novak, Vladimir Smotlacha, Jaromir Sima, Martin Slapak, Jan Radil
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g__e_gnet CESNET — Presny ¢as a QKD

= Zalozen 1996 jako zajmoveé sdruzeni pravnickych osob
= Clenové: vefejné a statni vysoké (26) skoly, akademie vé&d

* Pridruzeni Clenové: Extreme Light Infrastructure ERIC,Narodni muzeum,
Moravska galerie v Brne,

cesnet
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Motivace — Presny cas a QKD

= Kde jsou presny cas a stabilni frekvence potrebné?

Data centers Finance
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§e§net

GNSS (GPS, Galileo, Glonass, Beidou)

= Bezny prijimac s vystupem 1 PPS

" chyba 50 ns—1us

= Metoda Common-View (CV)

= chyba < 10ns

Geostacionarni satelity (2 x 36000 km)

= Metoda TWSTFT

= presné (~ 1ns), velmi drahy provoz

= Prakticky dosazitelna nejistota v siti

" time
= NTP

= |EEE-1588
= \White Rabbit

> ) E g ®

1s

Uvod — Pfesny ¢as a QKD

h=20,200 km

Tsa Tse

ionosphere

troposphere

Clock B

data exchange

1 ms (rozsahla sit, PC se standardnim krystalem)

10 ps (LAN, kvalitni oscilator, HW podpora v serveru)
1 us (lokalni sit, Ethernet, podpora v prepinacich)

< 1 ns (synchronni Ethernet)
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g__e_§net Uvod — Pfesny ¢as a QKD

White Rabbit

= Open-source projekt vyvinuty pro potreby distribuce
presného casu a frekvence v CERNu

=" Moznost velkého mnozstvi odbérnych mist (tisice)

= Sub-nanosekundova presnost synchronizace s rozlisenim
v radu pikosekund

= Klicové komponenty
= rozSireni PTP protokolu (presny timestamping)
= synchronni Ethernet
" presné mereni faze a real-time kompenzace zpozdéni

h
E
sh
]
sh

o o m) E g E L W ) B g

—




_(_:s§net TF sit CESNET — Presny ¢as a QKD

cesnet

Time Transfers

EEEEEEE

= 20 Points-of-Presence, kazdy WR switch
= WR PoPy i u soused(i: Vienna, Cieszyn, Bratislava

= Pokrocilé WR switche
" prenos casoveé stupnice
distribucni infrastruktura
Moznost vice referenci, prepinatelné
Redundantni zdroje

= Sluzby: primarne PTP a White Rabbit
omezené i 10 MHz a 1PPS

= Spektrum sdileno s datovymi prenosy
= Obousmeérné bidi EDFA

= Dva zdroje ¢asu sledovatelné k UTC(TP)
= H-maser Cesnet (Praha) a UPT AVCR (Brno)
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g_g_§net TF sit CESNET — Presny ¢as a QKD

S pomoci OADM rezervovano optické spektrum v patefi (bypassy)
Sdileni vlakna s daty

Nasazeno zhruba 120 OADM, 2500km tras, dual window: kanaly 46-39 a 9-6
Dual band bidi EDFAs pro pokryti ztrat kanalu

» Jedna ,specialita® zesilované 1458nm propojeni optickych Ca+ hodin

1450-1530 1530-1565 1570-1605 1605-1675

UPT Pop Brno1 Pop Zd'ar n. S. Pop Jihlava Pop Jindi. Hradec Pop Ceské Budéjovice UJV Temelin

22dB 20dB

31
......

F adaptér
(master)

7 km : (slave)




g§§net GEANT — Pfesny &as a QKD

= Series of projects for pan-EUROPEAN
network (almost 30 years), 38 partners

= Special Interest Group for the Time and
Frequency Network (SIG-TFN) formed 2024

= Support: PTB, REFIMEVE, GUM, INRIM, NPL,
METAS, Observatoire de Paris, Observatoire
de Bruxlelles, VSL, IPE/UFE, FAMO, CERN,...

MARnet .
[55] Umembourg ] FYAMacadonis ] Potand [7] Sweden  [i] United Kingdom

- vron
[3] Sownia  [@] Utrane:

5] Siovabia

5] Torkey

https://wiki.geant.org/spaces/SIG/pages/735051873/SIG-TFN+Homepage
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GEANT — Pfesny ¢as a QKD

= GEANT initiated a GN5-2 WP6 NETDEV Incubator project

led by SIKT on long-haul WR time service over DWDM
networks.

= Partners: GEANT, SIKT, CESNET, SUNET, FUNET, GARR

= Goals:

= Survey of current WR deployments in Europe
= Evaluate the available solutions, including field-trial on GEANT

= Performance-cost analysis of the different solutions
= Best practice recommendation to NRENs on how to deploy WR
in their long-haul DWDM networks.

= Key challenges for long-haul is regeneration at In-line
Amplification Sites (ILA). Solutions to be evaluated:

link Prague-Vienna

= Geant backbone link Prague — Vienna

* |nfinera DWDM system

= 2x 400G DP-16QAM data channel in C-band

= WRin L-band

= Bidirectional amplifiers

= WR switches for regeneration
= QOptical-Electrical-Optical media converters
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ceshet Laboratorni overeni — Presny cas a
QKD

" Laboratorni setup

18 Port Whvie Sabsi Swich @ -

= Kanaly 8 a 9, 400km .
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Laboratorni ovéreni — Presny cas a

QKD
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Meéreni na zivé trase — Presny c€as a

QKD
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Meéreni na zivé trase — Presny c€as a

QKD

Time Stability {HTIE}
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cesnet Uvod QKD — PFesny ¢as a QKD

= Motivace!
= QKD - kvantova distribuce kli¢u
= Kli¢e pro symetrickou kryptografii (dukaz existuje)
= \yuziti fyzikalnich principu (kvantova mechanika) pro zabezpecfeni prenosu
Informace.

= Asymetricka kryptografie je ohrozena rozvojem kvantovych pocitacu
= Shoruv algoritmus QC feSi v linearnim Case atd.

» Reakce:PQC a QKD
» Pfenasi se pouze kli¢, nasledné se pouziji klasické Sifrovaci metody (AES).
= Existuje fada QKD protokolu:

= BB84 (Bennett a Brassard), vyuziva se polarizace fotonu, jde o statistiku.
= E91 (Eckert) kvantové provazani — entanglement. A. Einstein a EPR paradox
= BBM92 (BB+Mermin) kvantové provazani
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_c_:s§net Uvod QKD — PFesny ¢as a QKD

16

* QKD — komercne dostupne

* Dnesni systemy se deli do dvou kategorii:
= CV, continuous variable, svetlo jako viny.
» DV discrete variable, svétlo jako Castice - fotony.

* DV - delsi vzdalenosti, nizsi tzv. key rate, single foton
detekce, velmi citlivé na parallni prenosy

» CV — kratsSi vzdalenosti, vyssi key rate, podobné telko svéetu
koherentni detekce, malo citlivé na paralelni prenosy
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Uvod QKD — Pfesny ¢as a QKD

* Problémy!
= QKD - kvantova distribuce kliC

* Omezeny dosah, nemame kvantové opakovace.

= \lyuziti satelitu.
= QKD pfenos Ize ohrozit.

= Nikoliv fyzikalni princip, ale vse v realném sveté musi byt néjak vyrobeno

d Naprogramovano.

u.

= Kvantova mechanika je stale predmetem diskuzi.

* Pruzkum Nature z roku 2025 odhalil prekvapivé rozpory, dokonce mezi
nobelisty. Zname jen pravdepodobnosti a to nekoho znepokojuje.

ﬁ_Wl_ i l!_‘ﬁ [

—— |

|

S — |

ikl




§e§net

= 2021 1st intercity trial in CZ
* OpenQKD, cooperation with PSNC and TUO,

Paralelni prenosy — Presny cas a QKD

= Urban cross border fibre pair — 65 km, 16 dB

= Used by IM — DD 10 Gbps traffic

= Parallel White Rabbit precise time transfer

= Available QKD system

= Coherent one Way protocol (Nicolas Gisin et al. 2004)

» Max performance 75km /18 dB
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ceshet Ramanuv rozptyl — setup — Presny c¢as
by 2 QKD

Single-photon counting testbed:

Narrowband CW source in C- and O-band emulate WR channels (wavelengths and launch powers).
Fiber under test: G.652D, G.654C, G.655; 25 km and 50 km spans.

Forward and backward Raman noise measured with a potential quantum receiver.

Tunable band-pass filter (C: OTF-950, O: OTF-980), WaveShaper / O—C filter stacks provide high-extinction pump rejection,
ID230 SPAD + VOA operated below saturation; all losses calibrated.

Raw SPAD count rate is corrected for dark counts using an effective dark-count model.

Dead-time correction (non-paralyzable model) gives an estimate of the true photon rate at the detector input.

Detection setup

A
£
PM1 ~_ PM2 SPAD
EOUED B SO050
Tunable TBPF B o~_| Ws TBPF T
Laser XTM 50 4000A OTF950 4%7
WA id
TEPF to spactrally W5 as purnp natch  TEPF for dal&ﬂlnﬂ?::mraljﬂn
narrow the pump fistar wavalangth-resclved

detection
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Ramanuv rozptyl —inband Cdo C —
Presny cas a QKD

Pumps at 1530 nm, 1550 nm and 1565 nm over G.652D and G.654C:
Forward (FS) and backward (BS) Raman scattering measured for 25 km and 50 km spans.

Backward Raman (BS) noise is higher than forward due to pump power decay along the span.

Stokes and anti-Stokes contributions are both visible within the C-band region of interest.
Spectral photon flux is reported as ®,,5 [photons/s/125 GHz] in C-band

Pump 1565 nm
Detuning from 1565 nm [GHz)

Detuning from 1550 nm [GHz]

Pump 1550 nm

Pump 1530 nm

Detuning from 1530 nm [GHz)

4000 3000 2000 1000 1] 2000 1000 0 1000  —2000 0 —-1000 —-Z2000 -3000 —4000
Anti-Stokes 1 Anti-Stokes i n Stokes
(a) — (b) * AL > (€}

IUE .
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GA54C 50.2km B85, ref-out -20 dBm
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Ramanuv rozptyl —Cdo O, O do C-
Presny cas a QKD

C-band pump at 1550 nm, Raman noise measured around 1310 nm:
Spans: 25.2 km and 50.4 km G.652D.

TBPF scanned in O-band with reference bandwidth 175 GHz.

Raman fluxes are below the C—C case, but noticeably higher than C—O for comparable output powers.

Asymmetry between C—0O and O—C originates from the asymmetry of the Stokes and anti-Stokes spectrum.
For comparable output powers, C—0O Raman noise is strongly reduced compared to in-band C—C.
Most convenient option for coexistence

21

Raman spectrum in O-band
from 1550 nm pump

10 -
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Anti-Stokes

GBRSZD 25.2km FS, input -1.2 dBm

GE52D 50.4km FS, input -1.2 dBm
— 6520 25.2km F5, ref-aut -Z0 dBm
— GB520 50.4km FS, ref-out -20 dBm
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* Project NESPOQ
= Parallel 2 x 400 Gbps data and

White Rabbit precise time transfer e

» Available QKD system

= Coherent one Way protocol
(Nicolas Gisin et al. 2004)

Paralelni prenosy — Presny ¢as a QKD

IDQ Clavis3 QKD

ALCE

IDQ Clavis3 QKD

I BOB
um
channel

CESNET test - Superchannel 2 x 400Gbit/s plus QKD system §S§net

Jan Radil, et al "Quantum and Data Signals in a Single Fiber — Multiplexing by Smart Use of High-Grade Filters," in IEEE
Communications Letters, doi: 10.1109/LCOMM.2025.3545315
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cesnet

* Project NESPOQ
= Parallel 2 x 400 Gbps data and

White Rabbit precise time transfer e

» Available QKD system

= Coherent one Way protocol
(Nicolas Gisin et al. 2004)

Paralelni prenosy — Presny ¢as a QKD

IDQ Clavis3 QKD

ALCE

IDQ Clavis3 QKD

I BOB
um
channel

CESNET test - Superchannel 2 x 400Gbit/s plus QKD system §S§net

Jan Radil, et al "Quantum and Data Signals in a Single Fiber — Multiplexing by Smart Use of High-Grade Filters," in IEEE
Communications Letters, doi: 10.1109/LCOMM.2025.3545315
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cesnet Paralelni pfenosy — Pfesny ¢as a QKD

= CV-QKD system test (project SEQRET) - succesfull CV QKD operation with fully loaded spectrum
by 40 channels in C and L band
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https:/ /www.cesnet.cz/en/news/quantum-security-moves-closer-cesnet-validates-a-new-generation-of-data-encryption-288
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cesnet Paralelni pfenosy — Pfesny ¢as a QKD

= CV-QKD system test (project SEQRET) - succesful CV QKD operation with fully loaded spectrum by
40 channels in C and L band

-45

Spectrum of 40ch DWDM C-Hfand plus 40ch DWDM L-
ban
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https:/ /www.cesnet.cz/en/news/quantum-security-moves-closer-cesnet-validates-a-new-generation-of-data-encryption-288
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cesnet Zavér — Presny ¢as a QKD

Dosazeno:

Srovnani technik prodlouzZeni dosahu, fazeno dle stability: bidi optické zesilovani > 2R s OEO > 3R
Na realné trase témér 500km v roce 2025 dosazeno: MTIE < 250 ps, TDEV < 10 ps (A > 4s)

ToDo:

Dokonéit integraci moitoringu optické and WR vrstvy, osadit v CR cca 20 linek

Meéreni kvality pfenosu bidi linek (M. Slapak at al: Stabilization of super coherent frequency transfers via amplifier cascade
balancing. https://doi.org/10.1016/j.yofte.2024.103910)

Ovéreno:

ToDo:

C — C trpi nejvy$Sim Ramanovskym Sumem, existuje lokalni minimum
C—C >» O—C (az o 1tad),
O—C » C—0 (az o 2 fady) -- umisténi QKD kanalu je z tohoto pohledu nejvyhodnéjsi v O pasmu

Pro 25-50 km spany romanovsky Sum roste zhruba linearné s délkou spanu, to je v souladu s teorii malosignalového
ramanova spontanniho rozptylu

Koexistence dat a WR uspésné dosazena pro DV QKD systémy se slabymi pulsy (COW, BB84) a CV QKD systémem

Ovéreni koexistence s DV QKD systémy zaloZzenymi na provazanosti
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https://doi.org/10.1016/j.yofte.2024.103910
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" Field-Trial Results — No Impact on Data Channels

" 2 x 400G channels (in C-band) running in parallel with the
white rabbit T&F service (in L-band)

" Both pre-FEC-BER and Q-margin before and after white rabbit
activation, are at the same level

BiDi Ivancice BiDi Sachotin B
East  Power Levels  West

East power Levels  West
[dBm]

White
Rabbit BIDI Kourim A BiDi Sachotin A
East L West  power Levels  East

Switch WRi2 F est  Power Levels
BETE <  EDEET < <EORETE BN

Master

Pump Current [mA] Pump Current [mA]

Pump Current [mA]
80.1 80.1 79.9

BiDi Kourim B

East  power Levels W4

[dBm]

Pump Current [mA]

79.9
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