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Zakladni filozofie prevence

Kompletni
Visibilita

UPLNA
VIDITELNOST

Sit' i koncové body

VSechny aplikace,

cloud a SaaS

VSichni uzivatelé a

zarizeni

Sifrovana komunikace
PROFICOMMS

value added distributor

Zmenseni
Vektoru
Utoku

Prevence
Znamych
hrozeb

Prevence
Neznamych
hrozeb

MENSI PLOCHA
PRO UTOK

ZASTAVENI VSECH
ZNAMYCH HROZEB

ODHALENI A ZASTAVENI
NOVYCH HROZEB

Povoleni schvalenych
aplikaci

Zastaveni nezadoucich
aplikaci

Omezeni funkci aplikaci
Omezeni rizikového
obsahu

* Zneuziti zranitelnosti
Skodlivy kéd
Command & control
« Skodlivé a
phishingové weby
Nakazené domény

* Neznami skodlivy kod

« Zero-day zneuziti
zranitelnosti

* Nové chovani utoku
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INGFW
Unikatni a inteligentni technologie

T série — Inteligentni Next Generation Firewall

B Kontinudlni monitoring Vasi sité a statisticky clustering

B Behaviordlni a forenzni analyza, Kill Chain - grafické zobrazeni prib&hu Otoku

m Mittigace - automatické zablokovani datového toku pfi Otoku

Behavior Learning Abnormal Threat & Risk
& Modeling behavior Analysis ldentification
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Co je Kill Chain Mapping?




Hillstone Kill Chain nam ukaze — Kdo, Jak, Co

Risky Hosts x

Host Name/IP: 10.210.3.189 Risk Level Certainty
Operating System: \

ediu 75%
Active: [T Inactive

Zone: vpn
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Initial Exploit Delivery

Name Source Destination Detected at Status
1 | The Dg BE 208.201.224.11 55 10.210.3.189 2017/01/26 08:42:10 Detected
2 | The Dg EE B.B.BA s 10.210.3.189 2017/01/26 08:42:06 Detected
3 | High Frequency DNS Query Attack - Suspicious ... T0% & YUEZHANG-SZ(10... [ 119.28.48.212 2016/06/15 04:03:00 Detected
4 | Hidde o Rp— e — T A
Hill Intelli NGFW (1+ NGFW
o vignr llIstone Intelligent (1+ )
T | Suspic
B | The TTL of DNS Response Is 0 Malware - Grayware 90% EEBBBS8 55 YZSONG-PC(10.21...  20M16/07/13 22:17:21 Detected
Displaying 1 - 9 of & ' Page 1 /1 1 ||| (20 || Per Page
Close
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NSS Labs Recommended NGFW -
The Best TCO!
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Hillstone Networks v Brné otevrel
vzdelavaci a vyzkumnou laborator
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Reference CZ a SK

Edge-Core:
* prodano od roku 2006 vice jak 29 000 switcht

RIO Media a.s.

Infos Art, s.r.o.
Faster CZ spol. s r.o.

OpavaNet a.s.

WIA spol. sr.o. NETWORKS

Brocade:
 |SP Alliance a.s.

* Druzstvo OFX E
« Bankovni sektor (SR)
« Energetika (CR,SR)

- Datové centrum Rondel (CR)

RAISECOM:

« Int t4you.cz, . sr.0. A
. OMEGAtechsro RAISECOM
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http://www.prlog.org/10736008-attachment.jpg
http://www.prlog.org/10736008-attachment.jpg

NETWORK GROUP, s.r.0.

SPECIAL FIBER OPTICS

Ndvrh, vyvoj a vyroba pokrocilych
optickych vlaknovych prvki

OEM vyrobce FBG mriZek a FP
rezondtorti v CR

Laditelné a fixni optické FBG filtry
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Optovlaknové senzory na bazi FBG a FP

=  Senzory teploty, tlaku, tahu, mechanickych deformaci, naklonu, vibraci,
tenzometry aj.

= Vyhodnocovaci elektronika, FBG interogatory
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High-end technologie

Mikro-obrabéni femto-sekundovym
laserem

LDS splicing system

PROFICOMMS
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