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Filter online threats off your network




Zivotni cyklus malwaru

Instrukce Aktivita

od C&C MEUTENT




© Infekce

« Emailem rozesilany downloader
 Infekce nebo exploit hostovany na webu




© Instrukce od C&C

« Malware vyckava s aktivitou az do prvnich instrukci
od C&C serveru

« Utoc¢nik se snazi C&C server udrzet nazivu co nejdéle




€© Aktivita malwaru

* Rozesilani spamu « Bruteforcing online sluzeb
« DDoS utoky « Keylogging
. TéZba kryptomén - Sifrovana dat a vydirani




Domain Generation Algorithm (DGA)

« Mechanismus, jak mohou infikované stroje
kontaktovat C&C server

* Infikovany stroj si generuje nahodné domény napr. na
zakladé aktualniho data

. Utocnik nékteré z domén koupi
« Priklady domén:

« http://osint.bambenekconsulting.com/feeds/dga-feed.txt

xgmwkms.com xgmwkms.com
gaegkhd.com gaeqgkhd.com
ejxqfzs.com ejxqfzs.com
yfwqjxo.com yfwqjxo.com
lzcxzes.com |zcxzes.com
wzmw(za.com wzmwgza.com
yxcqodg.com yxcqodg.com
zrgrexu.com

zrqrcexu.com
twzyxej.com twzyxej.com

xugngtg.com xugngtg.com

v



http://osint.bambenekconsulting.com/feeds/dga-feed.txt
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Zivotni cyklus malwaru
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Priklad otoku na uzivatele

Postup utoku

Stazeni malwaru Zneuziti stroje

+ Emailovy + Zarazeni * Vydirani
phishing pocitace do . DDoS
« Malwaretising botnetu « Rozesilani
* Hacknuté weby spamu
* Odcizeni dat a
pristupovych
udajl
NS J NS J NS J

Pouzité nastroje

Spam/phishing Malware + Botnet C&C

Hacking webU Packer




Spam botnet

S10 - $500 za million emaild

Ceny se lisi podle spolehlivosti
doruceni a moznosti customizace
spam kampané

Trend Micro Incorporated Research Paper (2012)

Cheap email spamming
Service

Offering Price

US510 per 1,000,000 emails

Expensive email spamming
Service using a customer
database

US550-500 per
50,000-1,000,000 emails

SMS spamming service

US53-150 per 100-10,000 text

messages
ICQ spamming service US53-20 per
50,000-1,000,000 messages
I-hour ICQ flooding service Uss2
24-hour ICO flooding service US530
Email flooding service U553 for 1,000 emails
I-hour call flooding service U552-5
(i.e., typically takes call center
services down)
1-day call flooding service U5520-50
I-week call flooding service US5100

SM5S flooding service

U5515 for 1,000 text messages

Vikontante.ru account
database

U555-10 for 500 accounts

Mail.ru address database

US51.30-19.47 per 100-5,000

addresses
Yandex.ru address database US57-500 per1,000-100,000
addresses
Skype SMS spamminag tool Uss40
Email spamming and flooding 5530

tool

https://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-russian-

underground-101.pdf



https://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-russian-underground-101.pdf

Exploit Kit - rozhrani
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Brian Krebs, Crimevertising: Selling Into the Malware Channel (2012)
http://krebsonsecurity.com/2012/02/crimevertising-selling-into-the-malware-channel/



http://krebsonsecurity.com/2012/02/crimevertising-selling-into-the-malware-channel/

Exploit Kit

Katrin

Robopak

Blackhole (v1.1.0)
Blackhole (v1.2.1)
Eleeding Life (v3.0)
Phoenix (v3.0)
Phoenix (v3.0)
Eleonore (v1.6.3a)
Eleonore (v1.6.4)
Eleonore (v1.6.2)
Phoenix (v2.3.12)

Styx sploit pack rental
Exploit kits that employ botnets
CritXPack

Phoenix (v3.1.15)
Nucsoft

Blackhole—hosting (+ crypter +
payload + sourcecode)

Whitehole
Blackhole—license

Cool {+ crypter + payload)
Gpack

Mmpack

lcepack

Elecnore

Sweet Orange

Whitehole

$25/day

$150/week or $500/month
$1,500

$700/three months or $1,500/year
$1,000

$2,200/single domain
$2,700/multi-threaded domain
$2,000

$2,000

$2,500-$3,000

$2,200/ domain

$3,000/ month

up to $10,000

t400/week

$1,000-41,500

$1,500

$200/week or $500/month

$200-%1,800 rent

$700/three months or $1,500/year
$10,000/month

$1,000-$2,000

$1,000-$2,000

$1,000-$2,000

$1,000-$2,000

$4s50/week or $1,800/month

$200-600/week or $600-1,800/month, depending on traffic
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SOURCES: Clarke, 2013a; Fossi et al., 2011; Fortinet, 2012; Goncharov, 2012; Kafeine, 2013a; Krebs, 2013a; M&6
Security Labs, 2010; Martinez, 2007; McAfee Labs, 2011; O'Harrow, 2012; Paget, 2010b, 2012; Parkour, 2014.

RAND (National Security Research Division), Markets for Cybercrime Tools and Stolen Data (2014)
https://www.rand.org/content/dam/rand/pubs/research_reports/RR600/RR610/RAND_RR610.pdf



https://www.rand.org/content/dam/rand/pubs/research_reports/RR600/RR610/RAND_RR610.pdf

Exploit Kit

« Kompletni Angler exploit kit vcetné zdrojového kédu
- $20-30k

* Pronajem Angler Exploit kitu na mesic
- §500
« Jsou dokumentovany pripady, kdy se plati pay-per-infection

Exploit Kits as a Service — How Automation Is Changing the Face of Cyber Crime
https://heimdalsecurity.com/blog/exploit-kits-service-automation-changing-face-cyber-crime



https://heimdalsecurity.com/blog/exploit-kits-service-automation-changing-face-cyber-crime

Malware

« Botnet setup (consulting)
- $400
- Banking Trojan
- $386
« Remote Access Tool (RAT)
+ 20$-50$
« Packers/crypters
- $50-$150
« Aeqis
« Sheikh Crypter
« XProtect

http://resources.infosecinstitute.com/cyber-criminal-ecosystems-in-the-deep-web/
http://resources.infosecinstitute.com/wp-content/uploads/Secureworks-Underground-Hacking-Report.pdf



http://resources.infosecinstitute.com/wp-content/uploads/Secureworks-Underground-Hacking-Report.pdf
http://resources.infosecinstitute.com/wp-content/uploads/Secureworks-Underground-Hacking-Report.pdf

Secteno, podtrzeno

Spam 500
Exploit kit 1500
Botnet 400
Packer 100

Suma 2500



Odfiltrujte hrozby ze sve site

Robert Sefr
robert.sefr@whalebone.io

+420 608 737 930
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