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NBA - doporuéena technologie

Recommendation
After you have successfully deployed firewalls
and intrusion prevention systems with appropriate

processes for tuning, analysis and remediation,
you should consider NBA to identify network
events and behavior that are undetectable
using other techniques.

» Detekce a reakce jsou
mnohem duleZitéjsi nez
blokovani a prevence

» Monitorovani a analyza by
méla byt jadrem vsech
bezpecnostnich platforem
pristi generace

NBA

= Pokryva bezpecénostni mezeru mezi
koncovymi body a perimetrem

= Automaticky identifikuje hrozby,
utoky, incidenty a problémy s konfiguraci

= Doplnuje tradiéni bezpeénostni
nastroje zalozené na podpisech

= Aktivné upozoriiuje na neocekavané
chovani v siti




- Detekce anomalii - Technologie Flowmon ADS
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- Vizualizace udalosti - Detekcni schopnosti ADS

Grafické rozhrani pro analyzu detekovanych udalosti

= Dashboardy a reporty

= Interaktivni vizualizace

Utoky na sitové sluzby

Infikovana zafizeni a komunikace s botnet C&C

servery

Skenovani portt a dalSich symptomu infikovanych

zarizeni

Potencialni uniky dat a vyuzivani sluzeb pro sdileni

dat na internetu m—

2016-06-13 16:36 - 2016-06-16 16:37

Vygadky sitovych sluzeb
nebo Spatna konfigurace

Nezadouci aplikace jako jsou P2P,
detekce obchazeni PROXY, TOR

Anomalie v provozu DNS, DHCP
Utoky na VolIP, PBX, ...
Neocekavany mailovy provoz a SPAM

# (M L3 network anomaly (L3ANOMALY)

& @ Service not available (SRVHA)

® [E) SSH attack (SSHDICT)

= ) SITP anomaly (SMTPANOMALY)

& [ DIS traffic anomaly (DRSANOMALY)

[ Communication with blacklisted hosts (BLACKLIST)
(B Port scanning (SCANS)

transferred data (HIGHTRANSF)
ice (ALIENDEV)




Uzivatelsky definované metody pro detekci anomalii

Za zakladé pozadavku pokroc€ilych uzivateld o moznost vytvaret

vlastni detekéni metody

Detekce zaméfena na specifické scénare nasledovana
standardnim zpracovanim udalosti (priorita, notifikace, SIEM, ...)

PFinosy pro rlizna prostredi

Anomalie protokolu HTTP UDP provoz

req_transferred > 104857600 AND

Uzivatelsky definované metody pro detekci anomalii

Definice vlastnich detekénich metod pomoci syntaxe podobné SQL
Popis syntaxe a pfiklady v uzivatelske prirucce

Add new custom pattern

nfo

protocol = 17 AND destination_port = 80 -~
Specificky malware Retefe2 banking http_url LIKE /ICECVREU.js?%'
trojan
Regularni vyrazy SQL injection Tools.re_match('.{1,4}[Oo][Rr].{1,4}\d.{1,
30\d, 'http_url’) = 1 '
Detekce urcitého OS Windows XP ua_os = 68 and ua_os_version = 5.1 p— o
[ save JNCiosEN]
Flowmon Flowmon ADS  w @ 2  amnG|x
v ou - e - F Ty £ search criteria @
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Detekéni metoda ,,Flow-based behavior patterns® ( ) = -

Vysledkem detekce je
= Uzivatelsky definované detaily, zahrnuje ,Zaznam udalosti*
= PFifazeni priority na zakladé perspektivy
= Zahrnuty do emailovych notifikaci a PDF report(
= Export udalosti do systém tretich stran (syslog, SNMP trap)
= Spusténi zachytu paketu nebo skriptu

Aggregated view | simple list | By hosts  [[EEEIRTREYC)

Type: Flow-based behavior patterns (BPATTERN
Timestamp: 2017-05-16 23:26:37
First Flow: 2017-05-16 23:26:37

Probability: 100 %
False

roid-537b991e3bcIebdd

sent data: 4.12 KiB, received data: 19.46 KiB, sent packets: 22, received packets: 23, count of targets: 1.

Targts (1), Comments (o) Categeres (o), [XNYSIEY
e

Count of flows
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9.5k
Filter flows: [Show all data
Flow T TP
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917 ® a2 .S sy hetp. o e ] e 65535 60 64 Androd 6
Best
Effort Nocaticns/v1/ 126701 jzon? android-
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Default
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. Pr|klady uzwatelsky deflnovanych BPATTERNS - Flowmon Threat Intelllgence
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e o Vit daaripin Pattern detail i EieE RSN o bctive C:"::; Kt I P h - s ,
Y a host reputaéni databaze
FACEBOOK Detection of communication with facebook with facebook 5 D{ i rt ey = Default 11 ' |
detected SRS U 5= 22:04:47 , . .
Detection of suspicious ratio in = . D t k C&C d m P2 P b t ‘t h h
download/upload. Identification of potential LEELLe R req_transferred/rep_transferred BETWEEN 0.9 diifratE= elekce omen 3 otne ) Isnin
INOUTRATIO R between download Default 12 /@
data encryption via ransomware on shared hard AND 1.1
el and upload 06:00:38 P d Kk d . ..
= L]
o i e s i e 5 e Operating system  #src_filter# AND ({ua_os <> 68 AND ua_os <> 2017-05- a resy ( |Spoz ICI)
NOMWINID  Etection o differs from 65535) OR (ua_os = 68 AND ua_os_version <> Default 12 | . L.
: Windows 10 10.0)) 14:20:18 - ( 4 )
Partially protocol = 6 and Tools. matchflags(req_flags, 'S, 2017-05- HTTP hOSt names k d|SpOZ|C|, nutna Sonda
OPENCONN  Detection of partially established connections.  established ‘&) = 0 and Tools. matchflags(rep_flags, 'S&, ) = Default 23 s o D , L., , d
connection 0 15:07:36 ( )
L]
Detection of SQL injection using pattern like OR | SQL injection i D et o Pt 0D D) EUERT omenova jmena (n utna sonda
SQLINJECT e ) e P detectjed protocol = 6 AND Tools.re_match(’.{1,4}{0c][Rr]. Default 11 /s i
- {1,40d.{1,3Rd, http_url) = 1 22:17:42
Detection of HTTP protocol anomaly, traffic on y SUM{req_transferred 2017-11-
UDPHTTP UDP protocol. Web server IP is reported as event. | 1P arotocel - #dst_flterf AND profocal = 17 AKD * rep_transferred) » | Default 11 P ]
source. x et 104857600 17:59:32
Detection of communication with known domain  WanaCrypt0r b
WANACRYPTOR | e e ot sk http_host = ‘aposdfihgosuriifacwrwergwea.com Detautf1=) A |
Device with P
Detection of devices with unsupported operating  Windaws XP ua_os = 68 AND (ua_os_version = 5.1 OR
WINXP 4 ; Default 12 2 @
system on the network operating system  ua_os_version = 5.2)
11:50:03
detected
Pfiklady naleznete v ADS uzivatelské pfirucce
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Perspektivy pro nastaveni priorit udalosti e geu s

@ Fort scanning (SCANS)

E'mall repOI’ty (@ BitTorrent traffic (BITTORRENT)
« Zalozeno na perspektivach [P ey (MR
Instant messaging traffic INSTMSG)

o . .
= Ruzné form aty High valume of transferred data (HIGHTRANSF)

PDF reporty Email reports SAMP
= Pfeddefinované a uZivatelsky st B

definované oot dtvary [7or ]
Remate server [
SIEM/log management e

Use priority as syslog severity [

= Syslog (CEF format)
= SNMPV2 traps parspectie [Gemearevertpraries 2
Wessage tpe [Common Evert Fammatvex]
Spusténi skriptu i —
nebo zachytu provozu

Pravodce konfiguraci pro po¢ate¢ni nastaveni
Konfigurani $ablony pro rizna prostredi
Sprava false positive pro ladéni systému

Mark as false positive
Event source
Local network [LAN] Event ypes(1) CJaeoey g
[ anomay
Local servers DlermroRRenT
Outgoing emails Event source 1613201 o
DNS servers
7 Source filters
Proxy servers
7 NetFlow sources
DHCP Anomaly Nt .
NTP servers Event arget
Hosts count [ All detected targets [ Selected target IPs
External services P
service mail
7 Target filtrs
Trusted countries
Finished + Event time
o +Others

Flowmon




Integrace SIEM

Export udalosti pomoci syslog zprav

Sbér a analyza chovani
- Flowmon kolektor & ADS

-—
—

Monitoring sitového
provozu

Propojeni odkazy Flowmon <-> Log Management

Zvlastni vztahy s dodavateli
= IBM QRadar (whitepaper, integrace SW balicku)
= ArcSight nativni podpora prostfednictvim CEF

Sbér udalosti a korelace
SIEM systém

Verze ADS

Flowmon ADS pro SMB/Enterprise segment
= Navrzeno pro tisice toku za sekundu
= Verze
« Lite, Standard, Business, Corporate, Enterprise, Ultimate
= LiSi se podle vykonu a sady funkci

Flowmon ADS pro ISP/DC/operatory
= Navrzeno pro vzorkovani na urovni toku

= Verze
« ISP 1, ISP 4, ISP 10, ISP 40, ISP 100, ISP 400
= LiSi se podle vykonu

ADS pro SMB / Enterprise segment

Lite Standard Business Corporate
Priblizna
velikost sité do
(neni licencovan
parametr)
Vykon v tocich
za sekundu
Podpora SIEM
(Syslog, SNMP)
Sada
detekénich Omezena  Standardni Plna Plna
metod
Sbér toku a

zpracovani 1 1 2 3
instanci

250 PC 1000 PC 5000 PC 10 000 PC

1x 100 1 x 1000 2 x 2000 3 x 3000

NE NE ANO ANO

Enterprise Ultimate

20 000 PC 50 000 PC

3 x 4000 3 x 5000

ANO ANO

Plna Plna

ADS pro ISP / DC / operatory

ISP 1 ISP 4 ISP 10 ISP 40 ISP 100 ISP 400
SIE P 1Gbps 4Gbps 10Gbps 40Gbps 100Gbps 400 Gbps
Celkovy vykon

¥iEBEn 2 5000 5000 10000 10000 15000 15000
sekundu po

vzorkovani

Podpora SIEM

(Syslog, SNMP) ANO ANO ANO ANO ANO ANO
Sada funkei PIna PIna PIna Pina PIna PIna
Sbér a

zpracovani 1 2 2 3

instanci




- Distribuovana architektura — Flowmon ADS - Distribuovana architektura — Flowmon ADS
= Pro rozsahlé a vytizené sitové infrastruktury :I: - Webové rozhrani pro analyzu
= Nékolik uzld Flowmon ADS S Flowmon ADS Master * Management & konfigurace
» Flowmon ADS Master — sprava celé architektury, i " Reporting

uzivatelské rozhrani pro analyzu udélosti a reporting

e
= Flowmon ADS Slaves — nasazeni v rliznych lokalitach -
pro detekci anomalii

7N

- - Razné lokality
==

= Vyhody distribuované architektury
= Load balancing a vys$si vykon
= Centralni management a konfigurace
= Centralni reporting a alerting

-—n S = Detekce anomalii
L = Bez webového

rozhrani

Flowmon ADS Slaves
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